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Preface

Revision History

1.0 Initial release of document for June 2022
Release 2022.1.0

About this Guide

This document helps you troubleshoot the common problems that you might encounter when using Visual

Workflow functionalities.

Audience

This guide is useful for experienced users with reasonable programming experience (Python), trying
to enhance their skills with automating network tasks. You can use AppViewX pre-built workflow tasks,
commands, API, SDK to automate across the L2-L7 layer, such as automate load balancers, DNS, WAF,

PKI, switches, routers, and other network elements.

Text Conventions

The following text conventions are used in this document:

Convention Description

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in the text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

codeblock Indicates commands with a paragraph, URLSs, codes in examples, text that

appears on the screen, or text that you enter.




Chapter 1: Prerequisites

Web Browser Requirement

Browser Version Notes
Firefox | Till latest ( Version 84.0.4147.135)
Chrome | Till latest ( Version 80.0)
IE Limited support in 9, Full support from 10+ | No support for IE9 post AppViewX Version 11.0
Safari From AppViewX Version 11.1
Till latest (Windows - Version 5.1.7,
macOS - Version 13.1.2)
Opera Till latest ( Version 70) From AppViewX Version 11.1

Copyright © 2022 AppViewX, Inc. All Rights Reserved.




Chapter 2: Issues in Importing a Workflow

 Importing a Workflow

« Workflow version already exists
* Invalid workflow format

« Version limit exceeded

Importing a Workflow

1. To access the navigation pane, hover the mouse over the = icon.
2. From the menu displayed, select Studio > Workflow.

| E = +
warkflows ) -

S5H Kequest Accest ADL Duable Marror Failow. Openthett Plugin Invralles
= o u L ’ o]

Certificate Create OOB Ranew Ragendrats Reintu Cartificate Expiry Report O Certificate Revole OOB

= O iJ L } = O } = O

cartificate truit push with et LB Sarves oa Nginx Creati LB Serves oa Nging Madify LI Server on Mgies

= O ol - o

Autemate Modification of Automate Deletion of AFM

4]

3. From the navigation pane on the left, click Import.
4. Click Browse.

5. Select a file with .zip format

6. Click Upload.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.




Issues in Importing a Workflow

Workflow version already exists

Workfiaw Wersian Saane Lags

Error Message Possible Cause Possible Solution
Workflow version Workflow imported with the version which is | Provide some other name for
already exists. already present. the version.

Invalid workflow format

Werkflow Naryisan Samtus Lags

e e e a8

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 8



Issues in Importing a Workflow

Error ) ) )
Possible Cause Possible Solution
Message
Invalid The file contains invalid entries
. Choose an import file that has valid workflow details.
workflow and it cannot be parsed.
format

1. Navigate to Studio > Workflow.

2. Click Import.

3. To select a valid import file, click Browse.
4. Click Upload.

The workflow details parsed should display the
status as valid, indicating valid import entries.

5. Click Submit.

Version limit exceeded

Error Message Possible Cause Possible Solution
Version limit exceeded A workflow can have only 10 Check if the workflow has more
versions. than 10 versions and delete the

unrequired versions.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 9



Chapter 3: Issues in Exporting a workflow

1. To access the navigation pane, hover the mouse over the = icon.

2. From the menu displayed, select Studio > Workflow.

3. To select all workflows visible on the page, from the top right corner of the screen, click .

4. To export the selected workflows, from the top right corner of the screen, click <.

waorkflows (ED

h

= O

ADC Internal_Class Manag...

ASK Palicy Migration AVKI..,

ADC_Device Restors Actio..

B O

ADC Object Actions with §..

= O

AVE_Update Validation

ADC Disable Mirror Failow...

O

ADC_Object_ Restore Action...

= O

Angible CreateFS Datacent...

+ 0@ a a @

ADC External Clazs Manag...

O

ADC_Rolback Class Manag..

= O

Automate Creation of AFM ...

Possible Cause Possible Solution

Error Message

Cannot export more than 25 Only 25 workflows can be Select only 25 workflows

workflows at once exported at a time to export

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 10



Chapter 4: Issues in Creating a Workflow

« Qverview

Steps to Create a Workflow

Adding Versions in a Workflow
Adding a task
Updating a task

Overview

« A placeholder for users to design simple and complex workflow(s).

» Design simple, complex automation workflows; and view the inventory of all workflows by category.

Steps to Create a Workflow

1. Log into AppViewX.

2. To access the navigation pane, hover the mouse over the = icon.
3. From the menu displayed, select Studio > Workflow.

S5H Reguest ALcess ADL Dvaable Marror Failoy

¢h

Certificate Create OOB Banew Regendrats Reisiu Cartificats Expiry Report O

o] uJ O u = O

cartificate trust puih with Dalute LB Server on Nging Creats LD Server on Nging

= O . @ K] ® K]

Autemate Modification of Automate Delotion of AFM

-

Openshilt Plugin Installes

il o]

Certificate Revols 008

= O

Modify LB Server on Niiax

4]
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Issues in Creating a Workflow

iwarkfiomn name already exims 0 3 B verase vugprg B vaes

Error Message

Workflow name already exists

Possible Cause

Workflow name should be

unique

Possible Solution

Provide some other name

Name has invalid entry

Only few special characters are
allowed

Allowed characters are ‘-’ , * ’

* ' and space

Adding Versions in a Workflow

1. Log into AppViewX.

2. To access the navigation pane, hover the mouse over the = icon.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Issues in Creating a Workflow

3. From the menu displayed, select Studio > Workflow.

4. Create a workflow.

Note: By default, the created workflow will have a master version. You can create new
versions for the workflow.

W v Wi Holback 0 versin v estetied D 2 & 0 ot Vg (3 dskda . o * [oee 8

¥ Sl Worifiow

mrem = @ Y @ O
3 L]

St

Error Message Possible Cause Possible Solution
Version limit exceeded A workflow can have only 10 Create a workflow with 10
versions. versions

Adding a task

A workflow palette or task is an independent business logic block required to automate and stitch together
a workflow.

» Tasks are objective workflow elements required to automate and design a workflow

» Tasks can have custom and/or pre-defined business logic to aid in workflow automation
» Tasks can be defined as either: a) User task b) Automated task

» Tasks can be cloned and reused with the workflow

» Tasks will have an Input/output (I/O operation) to pass data (in the form of variables) from one stage of
a workflow to another.

* Steps to add a task

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 13



Steps to add a task

1. To access the navigation pane, hover the mouse over the = icon.

2. From the menu displayed, select Studio > Workflow.

3. Design a workflow.

4. From the General section, drag and drop any task.

LP

5
L=

ot
a & & @

Issues in Creating a Workflow

Error Message

Invalid Task

component details

Possible Cause

When an api is used to drag and drop a
task,the payload might be wrong.

Possible Solution

Drag and drop a task from ui
and check for the payload.

Workflow not found

Workflow details might be missing in the
database.

Check whether the workflow
details exist in the database.

Workflow Components
detail not found

Workflow component details might be
missing in the database.

Check whether the workflow
details exist in the database.

Link 1d is mandatory to

perform the action

Task id might be missing.

Check whether the task id is
available for the task.

Updating a task

1. Design a workflow.

2. Drag and drop the tasks for the workflow.

3. Enter the required field information for a task.

4. Click Save.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Issues in Creating a Workflow

5. To edit/modify the task configurations, double click on the task.

Error Message Possible Cause Possible Solution
Workflow Detail Workflow details might be missing in | Check whether the workflow details exist
not found the database in the database

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 15



Chapter 5: Issues in User Interface Task

Overview

Access Denied Issue in Form Task

Global Variable Issue in Form Task

Access Denied Issue in User Interface Tasks

Overview

The User Interface section comprises tasks that will need a certain amount of user intervention.

Access Denied Issue in Form Task

1. Design a workflow.

2. From the User Interface section, drag and drop a Form task.
3. Define the form fields.

4. Click Save.

5. Enable and trigger the workflow.

() Ume & o alshonized 1 peroem the aosss )

L]

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Error Message

User is not authorized
to perform the action

Possible Cause

The logged in resource
might not have access to
the Form task.

Issues in User Interface Task

Possible Solution

a. Open the task and click Resource & Settings.

b. Under Resource & Settings, click Request

Resource.

c. Give submitter access to the logged in
resource.

Global Variable Issue in Form Task

1. Design a workflow.

2. From the User Interface section, drag and drop a Form task.

3. Define the form fields.

4. Assign/define required values as Global variables. Once declared, reference the global variables

across any other stage using the following syntax: <%variable%>

5. Enable and trigger the workflow.

Error Message

Possible Cause

Possible Solution

The referenced The global variable toggle might not be | Enable the global variable toggle in the

global variable will [ enabled when adding the field in the Form task to reference it across the

be null Form task.

workflow.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Issues in User Interface Task

Access Denied Issue in User Interface Tasks

1. Design a workflow.

2. From the User Interface section, drag and drop any task other than Form task, for example, the

Chart task.

3. Define the task fields.

4. Click Save.

5. Trigger the workflow.

L4]

Error

Message

User access

denied

Possible Cause

The logged in resource might not have access
to the user interface task.

Possible Solution

a. Open the task and click Resource
& Settings.

b. Under Resource & Settings, click
Request Resource.

c. Give submitter access to the
logged in resource.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Chapter 6: Issues in Workflow Validation

« Workflow Validation
* lllegal flow

« Broken flow

» Subflow validation

Workflow Validation

1. Design a workflow.
2. Add the workflow tasks.

3. Enable and trigger the workflow.

vl woekfiow  IQ) &
Wi Tiun m
L=T
n Wb B B Py o s 1 Dpmshan
) Somes ) rnie 15 e ) Sonesus
c oo Meras Brgmrar - [ r D04 Exgiry Papoi S04
S oy O Sectenne  Sirami ) S
s¢ muwl push withous bend Moty LI Seprwt o Mgine ps (= iy Lbrariard Virnaml Sar Doietn LI Server on Wgene phen
() Sotwse (O Bertute 1D Seromiute () Sotwe o

Error ) ) )
Possible Cause Possible Solution
Message
Invalid There might be an issue in the Avoid run time errors by validating the
Workflow workflow workflow

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 19



Issues in Workflow Validation

lllegal flow

[ = Wendes Aoiback F PreveConc @ & 0 et Mappng 15 Valiae ."" 'u' * r =
b | Copy ol Comman
mrm @Y @O [ =
: ol Ploe E -
E‘I Farm 1
Wons Ak P v S B @ B v Mappng 5 el ‘_*" W = e loEE |
»  Ciwverarsd T
o
= =0 YH 0 ¥
; i Cosmeimnd -’..-:.1.- * . -
-
- g i
(=@ ' °
Farre
Error Message Possible Cause Possible Solution
Invalid workflow - | Multiple task outputs are given as an Use join task to provide multiple inputs to

lllegal flow input to a single task. a task.

Invalid workflow - | When a single task output is connected | Use split task to connect single task
lllegal flow to multiple tasks. output to multiple tasks.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 20



Issues in Workflow Validation

Broken flow

0 Irvald werkflow £ 1oiom . Dl o

Error Message Possible Cause Possible Solution
Invalid workflow - When a task is not connected to any Check whether all the tasks are
broken flow other tasks. connected.

Subflow validation

Nested workflow allows users to reuse existing workflows and automate quickly. Users can design new

workflow(s) and/or import workflow(s) under a parent workflow.

Error . ) .
Possible Cause Possible Solution
Message
Invalid If there is a validation error in a workflow, Check whether the subflow contains any
workflow | check for the subflows. illegal flow or broken flow.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 21



Chapter 7: Helper Script

« Overview

« Creating a helper script

« Importing a helper script
« Updating a helper script

Overview

« Helper scripts can be defined once with the relevant logic and can be reused across any workflow
scripts with the relevant function name.

« Once python script is essentially reused within another.

« Frequently used methods, functions can be written as helper scripts once and reused across other
custom scripts within the workflow.

Creating a helper script

1. On the Workflow Inventory page, from the navigation pane on the left, click Helper Script.
The Helper Script Library page is displayed.

2. Click + in the command bar.
3. Enter or select the field information.
4. Define the script logic.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Helper Script

Error Message Possible Cause Possible Solution
Helper script name already Helper Script name should be Provide some other name.
exists unique.
Name has invalid entry Only few special characters are Allowed characters: ', ' ', '(,
allowed. e

5. To validate the script, click Validate.
6. Click Save.

Error . . .
Possible Cause Possible Solution

Message

Syntax Validated python script may contain syntax errors / | Fix the syntax/indentation errors
error/ indentation errors. in the python script.
Indentation

Error

Module not | Validated python script may contain modules that Import the module with the
found are not available in python/AppViewX or imported | right name or add the required
module name is wrong. modules to AppViewX.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 23



Helper Script

Importing a helper script

1. On the Helper Script Library page, click H .
2. To select a file, click Browse.
3. Click Upload.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Helper Script

Py e——

LTIy Setrigel resmas Logs

E W il U] Eoriiirs re v M Fex impece]

Error Message Possible Cause Possible Solution
Invalid helper The file contains invalid entries and it | Choose an import file that has valid
script format cannot be parsed. helper script details.

Updating a helper script

1. On the Helper Script Library page, click on an existing Helper Script.
2. On the Modify page, edit the Python script.

3. To validate the script, click Validate.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Helper Script

4. Click Save.

Error ) . )
Possible Cause Possible Solution
Message
Syntax Validated python script may contain syntax errors / | Fix the syntax/indentation errors
error/ indentation errors. in the python script.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 26



Helper Script

Error ) ) )
Possible Cause Possible Solution
Message
Indentation
Error
Module not | Validated python script may contain modules that Import the module with the
found are not available in python/AppViewX or imported right name or add the required
module name is wrong. modules to AppViewX.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Chapter 8: Hooks

« Overview

* Query explorer Hook
« Script Hook

« REST Hook

« Exporting a Hook

« Importing a Hook

Overview

» Hooks is a mechanism to query data from different sources and leverage them as part of the workflow

automation process.
» The mode of query could be either through — Query Explorer,Script, REST API.
« The data sources could be either via the database, or the device.

Query explorer Hook

Query explorer allows for users to design custom queries, business logic; and build self-service forms
quickly.

* Creating a Query explorer Hook

Creating a Query explorer Hook

1. On the Workflow Inventory page, from the navigation pane on the left, click Hooks.

2. To create a hook, click * in the command bar.

3. Select Hooks Type as Query Explorer.

4. Enter a valid description for the hook.

5. Under Query Explorer Details, enter or select the field information.
6. Click Save.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Hooks

173 Mook name shwady exists bn inversory z

Hooks Type

Query Explorer Detaily

Baadpted Paldn Jabicrad Paldu

Error Message Possible Cause Possible Solution

Hook name already exists inventory | Hook name should be unique. | Provide some other name

1 Pledce pder ol e mandatory el -

Error Message Possible Cause Possible Solution

Please enter mandatory | Hook name/Projection fields maybe | Provide hook name/ select

fields missing. projection fields.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 29



Hooks

Script Hook

« Scripts are used to dynamically query the database, device, or with any external systems.

* The response from the query will in turn be mapped to the appropriate field(s) on the form.

» The need for an associate script arises owing to the dynamic nature of using a self-servicing form, with
custom form fields; and queries.

« The form builder provides the user with a provision to define one or more ‘associate scripts’; and map
them against the relevant form field.

* Creating a Script Hook

Creating a Script Hook

1. On the Workflow Inventory page, from the navigation pane on the left, click Hooks.

. To create a hook, click + in the command bar.
. Select Hooks Type as Script.
. Enter a valid description for the hook.

. Under Script Details, provide a Script name.

o 01~ WN

. Define the script logic. To expose the output variables from the script, use the following format:
print(json.dumps({‘field1’:'valuel’,’field2’:'value2’}))

7. To validate the script, click Validate.

8. Click Save.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 30



Error Message Possible Cause
Hook name already Hook name should be unique.
exists

Hooks

Possible Solution

Provide some other name.

Name has invalid entry | Only few special characters are

allowed.

Allowed characters: -, " ', '(,

e

Error . . .
Possible Cause Possible Solution

Message
Syntax validated python script may contain syntax errors / | Fix the syntax/indentation errors
error/ indentation errors. in the python script.
Indentation
Error
Module not | Validated python script may contain modules that Import the module with the
found are not available in python/AppViewX or imported right name or add the required

module name is wrong. modules to AppViewX.
REST Hook

REST API allows querying the database, device or external systems.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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Hooks

* Creating a REST Hook

Creating a REST Hook

1. On the Workflow Inventory page, from the navigation pane on the left, click Hooks.

. To create a hook, click + in the command bar.

2
3. Select Hooks Type as REST.
4. Enter a valid description for the hook.
5. Under API Details, provide an APl name.
6. To enter APl URL, under Select type, select the REST option.
7. To select from a list of available URLSs, select the Internal option.
8. Define the script logic.
9. Provide values for Header, Payload, and use Response mapping to expose variables from the
response.
10. To validate the hook, click Validate.
11. Click Save.
Error Message Possible Cause Possible Solution
Hook name already Hook name should be unique. Provide some other name.
exists
Name has invalid entry | Only few special characters are Allowed characters: =", ' ', '(,
allowed. e

Exporting a Hook

1. On the Hooks Inventory page, select the hooks individually or to select all hooks, from the top right
corner of the screen, click % .

2. To export selected hooks, click =
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Hooks

(7] Cannot eupon more tham 2% Mook ot orce 100 + & & 180 % 3

Error Message Possible Cause Possible Solution

Cannot export more than 25 hooks | Only 25 hooks can be exported at | Select only 25 hooks to

at once a time. export.

Importing a Hook

-
1. On the Hooks Inventory page, from the top right corner of the screen, click = .
2. To select a file with .zip format, click Browse.

3. Click Upload.
DA Wissien 0382020 0434 _56 804 Fp E=3
[= e St Lagn
¥ O Ceriicats Ciend CA Bscosi R — Vi smacdy w12
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Error

Message

Possible Cause

Hooks

Possible Solution

Hook already

Hook imported which is already present.

Provide some other name for the
hook.

exists
Invalid hook The file contains invalid entries and it Choose an import file that has valid
format cannot be parsed. hook details.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

34



Chapter 9: Issues in Creating a Workflow Request

« Overview

« Steps to create a request

« Submitting a user task

« Submitting an executed request

» Reflection of workflow data updations in a request
« Form task in a request

« Data manipulation in a request

« Command task in a request

Overview

The Request console provides users with a single point view of all the workflows assigned, workflow
requests triggered, and workflow(s) that are scheduled.

Steps to create a request

1. From the top left corner of the screen, click = .
2. From the menu displayed, click Request.

3. On the Request page, from the navigation pane on the left, click View/Run.

4. To trigger a workflow, click

Submitting a user task

Tasks that display the data in a specific format and require user’s approval for further action are called

user tasks. Following are the possible limitations that users might encounter during task execution:

* When an unauthorised user tries to submit a user task, unauthorized exception will be thrown
* When a user task is the first task of a workflow and when an unauthorised user tries to trigger that
workflow, unauthorized exception will be thrown

» Triggering a request with following tasks as first task of the workflow:
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Issues in Creating a Workflow Request

o |f
» Switch and
* Split task

These tasks cannot be seen in the Request stage view. However, you can view them in the Activity log on
the Request page under All requests.

« Clean up flow cannot contain work order tasks in it

Submitting an executed request

« Arolled back request cannot be rolled back again or cloned

* A request which is in “in progress” status cannot be cloned or rolled back. Only requests with status
(completed ,failed ,partial) can be cloned / rolled back.

Reflection of workflow data updations in a request

» Any changes made in the workflow after triggering a request will not be reflected in that particular
request
+ Cloning a request/cloned request will only comprise the request’s data from which it has been cloned

and will not reflect any changes made to that workflow later

Form task in a request

« Auto fetch of associate script output will not occur if the Form task is saved as “draft” and opened
again. It will load the data only in case of a newly triggered Form

» When RGF flow is enabled in form task, the request execution will take place in prescribed order by
respective users who are allowed to create/review or submit the task in order

» Pseudo form is supported in following tasks alone
* Slack
* Rest
* Rest (1)
» Schedule

+ Script and Email tasks
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Issues in Creating a Workflow Request

Data manipulation in a request

« Any workflow containing global key(s) with dot (.) will not be allowed to create a request [Mongo
behaviour]
* When the MongoDB document containing the request data exceeds 16mb in size due to any uploaded

file (or) any huge global variable data injection (or) heavy logs and so on, the request will hang

Command task in a request

« Command Task execution time is based on device’s response time in which the commands are being
executed.

« If multiple commands are configured in Command Task, there is no possibility of selecting a particular
command for execution, it will execute all the commands present.

Command Task execution order cannot be scheduled within the task for each command.
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